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Before We Begin…

• First, as a reminder, the information we offer 
today is for general educational purposes only 
and does not constitute legal advice

• Second, in the interest of time, we left off our 
agenda a few legal issues associated with social 
media (e.g., copyright laws, reputation 
management)

• Third, we’re assuming familiarity with the social 
media outlets we will discuss (e.g., Facebook, 
Twitter, LinkedIn, Texting, Blogs, YouTube)



Our Agenda

• Discuss the do’s and don’ts of using social media 
to screen applicants

• Analyze the potential impact of social media on 
patient-provider communications

• Review the legal limitations on an employer’s 
ability to restrict social media postings

• Offer approaches to mitigate risk associated with 
inappropriate social media use



Pros and Cons of Using Social 
Media for Background Checks

• Readily available information
• Avoid negligent hiring claim
• Risk of discrimination claim
• Invasion of privacy common law claims
• Lifestyle discrimination laws
• Fair Credit Reporting Act



Avoiding Pitfalls in
Screening Applicants

• Create and follow procedures to address 
acquisition and use of online information

• Develop and apply uniform criteria for 
disqualifying applicants

• Train staff on how to conduct searches and filter 
out irrelevant or protected information

• Consider obtaining consent before reviewing an 
applicant’s social networking page



Using Social Media for 
Healthcare Communications

• Social media use offers tremendous opportunities 
to disseminate general healthcare information, 
and inform the public of a provider’s healthcare 
services

• Social media use also presents a host of risks 
stemming from both inadvertent and intentional 
patient-specific communications 



The Risks of Communicating 
with Patients via Social Media 

• Patient abandonment and malpractice claims
• Privacy and security breaches 
• Patient solicitation allegations and disputes



Keys to Appropriate Social 
Media Communications

• Review state laws describing conditions creating 
a patient-provider relationship, unlicensed 
practice, and professional malpractice

• Adhere to appropriate professional boundaries in 
online patient interactions

• Avoid direct communications with patients via 
social media

• Add disclaimers to website terms of use and each 
posting  



Keeping Patient Information 
Confidential

• Avoid direct communications with patients via 
social media

• Turn on privacy settings on social media sites and 
on devices

• Obtain patient authorizations when direct 
communications are a necessity 

• Use secure email servers to communicate with 
established patients and consider encryption

• Remember that seemingly innocuous bits of 
information are often enough to identify a patient



Soliciting Patients Through 
Social Media

• Be aware that social media postings may be 
considered a form of advertising or may 
encourage patients to switch or follow providers

• Analyze professional conduct provisions in state 
statutes to determine what is appropriate  

• Review and revise non-solicitation and non-
competition provisions of employment and 
professional services agreements

• Monitor the social networking sites of current and 
former employees



Monitoring Employee Postings

• Respond to off-duty conduct in order to 
maintain a harmonious work environment and 
avoid discrimination and harassment 
complaints

• Become familiar with NLRA standards
– “Concerted” activity
– “Protected” activity



Complying with NLRA 
Standards

• Do not generally prohibit employees from posting 
photos of themselves which depict the company

• Do not generally prohibit employees from making 
disparaging comments about company, co-
workers, and competitors

• Do not generally prohibit “rude” or 
“inappropriate” behavior/discussion

• Do not generally prohibit “confidential”
information



Mitigate Risk by Preparing
for Disaster

• Draft effective social media and computer, mobile 
phone and tablet use policies and procedures

• Analyze state and federal requirements and 
prepare for and respond appropriately to privacy 
and security breaches

• Conduct appropriate training of your entire 
workforce

• Monitor developing labor and privacy laws



Social Media and Device Use 
Policy Pointers

• Explain the scope of the policy
• Define terms to ensure that workforce members 

share the same expectations
• Describe the responsibilities of workforce 

members and set reasonable processes for 
achieving compliance

• Detail the potential penalties associated with 
non-compliance 



More Social Media and Device 
Use Policy Pointers

• Caution employees that outside activities that 
negatively impact workplace may be grounds for 
discipline

• Remind employees that the internet is a public 
space

• Set forth confidentiality expectations with 
specificity

• Assure employees that social media policies are 
not intended to interfere with NLRA



Still More Social Media and 
Device Use Policy Pointers

• Consider requiring staff to use only company-
issued devices

• Decide whether devices should be allowed to 
store or simply view information

• Make sure that company-issued devices can be 
“killed” in the event of theft or loss

• Ensure that disclaimers are added to postings



Tips for Responding to Privacy
and Security Breaches

• Avoid potential breaches by obtaining an 
authorization before posting or communicating 
any health information that could be used to 
identify a patient

• Review and revise your notice of privacy 
practices



More Tips for Responding to 
Privacy and Security Breaches

• Study state and federal notice requirements for 
privacy and security breaches involving 
individually identifiable health information

• Draft policies and procedures which analyze the 
risk of financial and reputational harm to the 
affected individual

• Provide notice only when required 
• Document analysis of breach
• Take appropriate disciplinary action when 

necessary 



Training Workforce Members

• Remember that a “workforce” for purposes of 
health information privacy and security laws 
encompasses employees, contracted 
professionals, credentialed staff, trainees, 
volunteers and other persons whose conduct is 
under direct control

• Consider including training requirements in all 
written agreements applicable to workforce 
members



Monitoring Legal Requirements

• Note that, effective January 31, 2012, employers 
must post notices informing employees of their 
rights under the NLRA
– The original deadline for all employers to post the NLRA notice 

was November 14, 2011. This deadline was recently pushed 
back to January 31, 2012.

• Stay on top of evolving state privacy and breach 
notification laws and HIPAA and HITECH 
regulations and enforcement 


